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Summary. One of the main problems of modern loT networks is the large amount of automated traffic
generated by their nodes. This puts a significant strain on modern communications networks, which will only
increase over time. One way to overcome this problem is to optimize the data structure and improve the methods
of data collection, transmission and processing. The purpose of this study is to optimize traffic in the 10T network
at the level of software architecture and data representation. The object of the study is the FireBeetle Covers-24
x 8 LED Matrix ESP32, which is controlled by the HOLTEK HT1632C controller, connected via WiFi — interface
with the 10T network, implemented on the basis of the ESP8266 microcontroller. The subject of the research is the
process of optimizing program code by choosing the most efficient software architecture. The article considers the
three most common software architectures and gives examples of their implementation. The architecture based on
REST technology was the first to be considered. This technology is the most popular and widespread due to the
simplicity of concept and implementation. But its disadvantage is the significant congestion of the communication
line with a large amount of the same type of service information. Reducing the amount of service information by
optimizing the HTML page code using JavaScript is demonstrated by the example of the second software
architecture. But such optimization does not allow to completely separate the static and dynamic components of
the information transmitted by the communication line. This division can easily be done within the software
architecture based on Ajax & JSON, an example of which is given in the third. The great advantage of this
architecture is that the static component is transmitted by the network only once at the beginning of the
communication session. Then only the dynamic component is transmitted. According to the results of testing the
developed hardware and software module and comparing the amount of generated data transmitted by WiFi
network, it is shown that the software architecture based on Ajax & JSON has the highest network efficiency,
significantly reducing network traf6fic compared to others.

Key words: wireless technology, software architecture, Internet of Things, WiFi, JavaScript, Ajax,
REST, JSON.
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Introduction. Along with Neural Networks, Artificial Intelligence and Machine
Learning, the Internet of Things or loT is another rapidly developing technology. From the
point of view of architecture, 10T is a network of networks consisting of uniquely identified
objects — «things» which can interact with each other via IP connections without human
intervention [1]. This creates a fundamentally new phenomenon — the industrial Internet.

The practice of collecting and analyzing data about an object whether it is a mechanism,
a building or a person has existed for a long time due to sensors. The industrial Internet is
radically different as the sensors are integrated into a single network with analytics and/or
control systems. Thus, the industrial object forms its own independent network, where there is
an intensive exchange of data, on the basis of which decisions are automatically made and
actions are taken to control this object. Elements of artificial intelligence and principles of self-
regulation are widely used here. This adds digital intelligence to the devices which would
otherwise be inactive, allowing them to communicate without human intervention, and creates
opportunities to merge digital and physical worlds.

Due to microprocessors and wireless networks, it is possible to convert everything from
tablet to airplane into IoT. It is assumed that in the future Internet the things will become active
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Traffic optimization in wifi networks for the internet of things

participants in business, information and social processes, where they can interact with each
other, exchanging information about the environment without human intervention.

At present, the concept of 10T has been already referred to the billions of physical
devices around the world connected to the Internet, and constantly collect, transmit and analyze
large amounts of data. This results in significant load on modern communication networks,
which will only increase over time.

There are two ways of solving this problem. The first one is to increase the capacity of
communication networks by developing new standards and data transmission technologies. So
5G wireless technology is developed taking into account the requirements of 10T [2]. The
second one is to optimize the structure of the data itself and improvement the methods of their
collection, transmission and processing. Such optimization is possible at every 10T level.
Unfortunately, the loT standard reference model has not yet been adopted. The most
authoritative are the standard model of loT World Forum [3], and Overview of the Internet of
Things Recommendation ITU-T Y.2060 [4], published by the International Telecommunication
Union. Therefore, there is no single strategy and methodology for such optimization.

The objective of the paper is to investigate the possibilities for traffic optimization in
the 10T network at the level of software architecture and data representation.

Hardware component of the system. The FireBeetle Covers-24 x 8 LED Matrix [5]
consisting of 192 LEDs arranged in 8 rows having 24 elements in each is selected as the control
object [6]. The matrix is controlled by HOLTEK HT1632C controller [7]. HT1632C is
controlled by serial interface via DATA, WR and RD contacts. Power supply is 3.3V through
VCC and GND contacts. The controller has integrated RAM with individual addressing of each
LED and 256 kHz RC oscillator which makes it possible to control LEDs by pulse-width
modulation. So each LED can be controlled separately with 16-level brightness adjustment.
The relative position of LEDs and control contacts of the matrix is shown in Figure 1.

6leelele ele10e (00

a3 o

.
e
()
S
)
L
)
L
)
L
)
L
L
f

NC ()
NC ()

> MOSI (

' MISO

>
O
>
O
>

' BCLK

T MCLK
F\ DO )

DI

LRCK

RST

I\

e
e
<
s

2
Y4

>/-$§
A ¥
o
O

&

e

s

P

(o

)

~¥
00 M0
oy e

o

<_'\

£ P
&
f._"C

Sy
‘™ /_}.
.y
o)
l’_\,
yoF
)]

<)
\vf )
. l\.{\\./\ﬁ_;

e
&
o
e
< A
£
B
\//
o e)
>
'/\;ﬁ' /\'}u
, //\)
/'\ﬁI
o
>
_-.h\)
fe
oulles

P«
e
£
\/()
62\
_'/& ¢
)
<
s
e
>
(.\%\ O«
¢ &Q 3 )
A$
<
<)
OO

3
WS

R
O S0 &0 SCK

eetle
ey

)
4
¢
ey
S S
£
%
O
o)
_‘O

@)
o
S
_\'./\J"Q
Feyeyey
FFES
\/}_‘1(‘)

&
xY
\%.O
Ny
®

o
xS
> "p(\j"o
00
/,e'hf A
X
D 40

Fan
» iy

-
o
-
i
™y
. , S
o) o))

F R
’ L
e
e
P
Ay
/'\#‘
e

LY
o)
f(?“o
o

s
=
/{'... .
&}
A
PRe
O
&Y '\.\'/O
PR
oL
F a3
Y
(e
&
5
(‘, 9
ey
©
S
e
(1}
Ji
>
S
?{>\/ R
e
SL_/
0
<
(_\.
&
4)
()
Oﬁt
e
A

PR
v

e e e
.“f“/:»‘l;) S
A

Y

-

"‘-\j
O
O
e
O
O

Y
)
)
.
A _-.'(: iy
S
?\J

.:' (\:‘

~ A o
' < ¢ \#f;lf(\q‘ \%“qf\\d‘( gf\\/f(zl
SRS AN AN R A
- oG- G G G
g S S S g R
e e e e G S e

30305050, ;/)o,\o,;‘o(\\ NN
S L e L N e e N Mg
SRR R CR N RO RO RO RO R CR RS R PN

)

<
FF

1re
b _\g\.o,p
S
/'\'i'
3
Y,
O
o
e

&)
e
¥
<
,\\
st
?

O
>

Pt

S

<
ol

?\}

e
o
)
/ﬁ‘
Fir

8
QT OO O OO ERL

&
O

et

(=

T EEEELEEEE:

P T R T o R . T i T I B N i T ~— . —
S e O :f| :T| ;?| CYOCY(OY () fT.— [
e o - L - L L [+ R, Sl S S L LS R e,

- @F

|
_./A

[ ]po
DI2  ~F
D13
GND
_/AREF
ava
vCC
™
|

~

Figure 1. Scheme of FireBeetle Covers-24 x 8 LED Matrix control contacts
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The interface with WiFi network is provided by ESP8266 microcontroller [8]. The
controller supports WiFi standards IEEE802.11 b/g/n within the range from 2.4 GHz to 2.5 GHz,
has 32-bit processor running at 80MHz, SRAM —50KB, and Flash — 16 Mb. ESP8266 is powered
by 3.3V voltage. The general hardware architecture of the system is shown in Figure 2.

24 x 8 LED Matrix

24 x 8 LED Matrix PWM
PWM HOLTEK HT1632C
HOLTEK HT1632C Serial
Serial ESP8266
ESP8266 WiFi, HTTP
WiFi, HTTP TP-Link TL-WR702N
Linux WiFi, HTTP
Windows Client
Android Linux
Windows Client
HTTP Android
Web Browser HTTP
Web Browser
a. Access Point b. Network Client

Figure 2. The overall hardware architecture of the system (a) in access point mode, (b) in client mode

The system can operate in both WiFi access point mode and WiFi client mode. In access
point mode, the system provides all the necessary stack of protocols required for the operation
of WiFi network. In client mode, the system can be integrated into any compatible WiFi
network with IEEE802.11 b/g/n protocols by connecting to its local router. The TP-Link
TL-WR702N router is used in this investigation [9].

Software component of the system. As a rule, the software architecture of such
systems is based on the use of REST technology [10, 11]. It has significant advantages over
competitors such as SOAP [12] and WSDL [13, 14]. The main advantages are as follows:

1. simplicity and transparency of software interfaces;

2. program model focused on resources;

3. prevalence of technology;

4. possibility of JavaScript optimization;

5. easy integration with Web 2.0 technology.

This allowed us to choose REST technology as the basis for the investigation.

Implementation of REST concept. For effective system control, the customer should
receive complete information about the status of LED module. To do this, the server generates
a WEB page of the LED module, which according to REST concept contains descriptions of
the states of all LED elements, as shown in Listing 1.
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int display[8]([24];

vold handleRoot () {
String message = "<html><body>";
message += " <table>";
for (int r = 0; r < 8; ++r) {
message += "<tr>";
for (int ¢ = 0; c < 24; ++c) {
message += "<td class=";

message += ((displayl[r][c] == 1)? "on" : "off");
message += "><a href=/";
message += ((displayl[r][c] == 0)? "on" : "off");

message += "</a></td>";
}
message += "</tr>";
}
message += " </table>";
message += " </body>";
message += "</html>";
server.send (200, "text/html", message);

Listing 1. Function of generating the title page by Web server
of LED module according to REST concept

In the above given listing, the handleRoot function generates HTML table, each
cell of which represents the state of the corresponding LED. All HTML code is generated
on the side of the module by its server and transmitted by communication line to the
client's browser. This significantly overloads the communication line because it transmits
a lot of the same type of service information required to build the cells of HTML table
itself.

JavaScript optimization. To optimize network traffic, all the information generated
by the handleRoot function must be divided into three components:

- information required to build HTML page itself;

- information required to build LED matrix state HTML table;

- information about the status of each LED matrix.

The first and second components are static. The third component presents the
dynamics of changes in the states of the LEDs of the matrix.

At the first stage of optimization, network traffic can be significantly reduced by
placing the task of generating the table on the client's browser. This can be easily done due
to the optimization of HTML page code by JavaScript language. The example of such
optimization is shown in Listing 2.

In this listing, the handleRoot function, along with the HTML code, according to the
REST concept, generates a JavaScript array containing the states of each LED of the LED
matrix, and JavaScript code to convert the data of this array into an HTML table. Thus, the
optimization is carried out by reducing the amount of service information required to build
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HTML state table of the LED matrix. Only information required to build HTML page and
information about the status of LED matrix is transmitted from the server to the client. But
the amount of service information required to build HTML table is always proportional to
its size.

Listing 2. JavaScript optimization of the cover page generation function
by Web server of the LED module

Ajax & JSON optimization. At the second stage of optimization, significant
reduction in network traffic can be achieved by reducing the static component of
information generated by Web server. This can be implemented by means of Ajax
technology [15, 16, 17] using JSON data presentation format [18, 19, 20].
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Listing 3. JSON generation function

Source code of the JavaScript function generating the summary of the LED matrix state
in JSON format is shown in Listing 3. These data are generated and sent by the network only
at the client’s request. It also helps to reduce the traffic. The initialization code executing on
the client’s side is shown in Listing 4.

Listing 4. Initialization and installation of Ajax event processor

The initialization is performed only once at the beginning of the client's work and
consists of five stages. The first step is to create the object copy of XMLHttpRequest type with
xmlhttp identifier. The second one is anonymous function for JSON data discrimination. At the
third stage, this function is registered as onreadystatechange event processor for the xmihttp
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object. At the fourth stage, the asynchronous request for JSON data from the server is
performed. At the fifth one, an HTML table is built that presents the state of the LED matrix.

Source code of the function for the construction of LED matrix state representation table
is shown in Listing 5. In order to increase the browser speed, the table is constructed using the
functions of operation with DOM structure of HTML document [21, 22].

Listing 5. Ajax optimization of LED module status table generation function

LED status display and control is performed using ledState function, the code of which
is shown in Listing 6.

Listing 6. LED status control function

Estimation of WiFi traffic volumes after optimization. Figure 3 shows the code
volume ratio for all three software architectures.
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— HTML Only is the transfer of HTML code of the whole page to the client according
to REST concept.

— JavaScript Optimization is the transfer of HTML code of the whole page with
JavaScript optimization to the customer.

— Ajax & JSON Optimization is the transfer of HTML code of the page to the customer
with Ajax & JSON optimization.

12

Ll

HTML Only JavaScript Optimisation Ajax & 30N Optimisation

(mu}

o

=

[}

B Yolume of firmware source code, KB mVolume of homepage code, KB

Figure 3. Program code volumes comparison

It is evident that in the second case, the sizes of both the firmware code and the HTML
code are the smallest. Software architecture with Ajax & JSON optimization makes it possible
to divide the client initialization process into two stages. The first stage is to transfer the home
page to the client, its grammar analysis, installation of Ajax event handler, and construction of
the table for displaying and controlling the status of LED matrix. The second stage is the
exchange of JSON data, their grammar analysis and representation of LEDs states in the table.
The time diagram of the first stage is shown in Figure 4. The time diagram of the second stage
Is shown in Figure 5.

Request Timing

Request Timing
Blocked: |oms

Blocked: |oms
DNS Resolutior: Tms DMS Resolution: 0 ms
Connecting: [ 100 ms Connecting: [ 4 ms
TLS Setup [oms TLE Setup: [oms
Sending: [oms Sending: [oms
Waiting: |oms Waiting: [ 15 ms
Receiving: P s ms Receiving: [ sa ms
Figure 4. Start page loading timeline Figure 5. JSON data loading timeline
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The great advantage of software architecture with Ajax & JSON optimization is that
the actions of the first stage are performed only once at the beginning of the communication
session. Then only the actions of the second stage are performed. Thus, with an increase in
the number of requests, the proportion of static information that is transmitted by the
network decreases significantly. The dynamics of reducing the share of static content is
shown in Figure 6.

40
g0
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50
40
30

Froportion of static content,%

20
10

0
12345678 910M121314151617 18192021 222324202627 28293031323334353637 3838 40

Mumber of requests

Figure 6. The dynamics of reducing the share of static content
with increasing number of requests

This significantly reduces the total amount of network traffic compared to the first two
software architectures. The benefits of software architecture with Ajax & JSON after the fifth
request is shown in Figure 7.

Yolume of transmitted data, KB

T2 3 4 5 B 7 8 9 10 11 12 13 14 15 168 17 18 19 20
Mumber of requests

== JavaScript Optimisation == Ajax & JS0N Optimisation

Figure 7. Comparison of generated data volumes in JavaScript and Ajax & JSON optimization
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Conclusions. To study the possibilities of optimizing traffic in the 10T network at the
level of software architecture and data representation, a hardware-software module for
controlling the LED matrix using WiFi technology was developed. Using this module, a
comparison of the network efficiency of the following software architectures was performed:

— HTML Only - transfer to the client the HTML code of the page in full according to
the REST concept.

— JavaScript Optimization — transfer to the client the HTML code of the page with
JavaScript optimization.

— Ajax & JSON Optimization — transfer to the client the HTML code of the page with
Ajax & JSON optimization.

According to the comparison results it is shown that the software architecture based on
Ajax & JSON has the highest network efficiency, significantly reducing the network traffic
compared to others.
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VIIK 004.772

ONITUMIBALIS TPADIKY Y WIFI MEPEKAX JJIS1 IHTEPHETY
PEUEN

B’sauecnaB CrapueHko

YopHromopcovkuti HayionanvHul yHieepcumem imeri [lempa Moeunu,
Muxonais, Yxpaina

Pe3tome. Ooniero 3 2on08Hux npobaem cyuacHux mepedic IoT € eenuxuii 006cae agmomamuzo8ano2o
mpagiky, wo ecenepyemuvcsa ix gyznamu. Lle cmeopioe 3naumne HABAHMANICEHHS HA CYHACHT MePedCi 36 SI3KY, AKe 3
nauHom uacy Oyoe minvku 30imbuyeamucs. OOHUM (3 WAXI6 NOOOAAHHA Yiel npobiemu € Oonmumizayisi
CMpyKmypu 0auux ma NoKpawjeHHs memoois ix 30upaunmna, nepedasanus ma onpayrosanus. Memoio danoeo
docnioxncenusi € onmumizayis mpaixy 6 mepeosici loT na pieni npoepamnol apximexmypu ma npeocmagieHHs
oanux. 06’ ekmom docaidxncenns oopano ceimnodioony mampuyio FireBeetle Covers-24 x 8 LED Matrix ESP32,
KepysanHs K0 30ilicHioembcs 3a donomozoio koumponepa HOLTEK HTI1632C, sxe 6iobysacmucs uepes
WiFi-inmepgeiic 3 loT-mepedicero, peanizosanuil na 6asi mikpoxonmponepa ESP8266. Ilpeomemom 00cniosicenst
€ npoyec onmumizayii NPoOSPAMHO2O KOOV WIAXOM 6ubO0py HalleheKMUusHiuoi npoecpamHoi apximekmypu.
Posensanymo mpu matinowupeHiuux npoepamHux apximekmypu ma HaseoeHo npukiaou ix peanizayii. Ilepuioro
posensiHymo apximexmypy Ha 6aszi REST-mexnonoeii. L[ mexHonozis € HainonyisapHiuion ma po3nogciooiCeHor
3a60aKU npocmomi KoHyenyii ma peanizayii. Ane cymmesuil it He0OIK NONAAE Y 3HAYHOMY NEePEBAHMANCEHHI
JUHIT 36 513Ky 8eUKUM 00Cs20M 00OHOMUNHOL Cyac6060i inpopmayii. 3menuennsa obcsaey cysc6o6oi inghopmayii
3a paxyrnok onmumizayii kody HTML-cmopinku 3a donomozoio mogu JavaScript npo0emMoHCmpo8ano Ha NPUKIAol
opyeoi npocpamuoi apximexmypu. Ane maka onmumizayis He 0036O0JIAE NOGHICMIO PO3OILIUMU CMAMUYHY MA
OUHAMIYHY CKIA008L iHhopmayii, wo nepedacmovcs Ninicio 36 a3ky. Taxuil po3noodin 1eeko MONCHA 30TUCHUMU Y
pamkax npocpamuoi apximexkmypu na 6asi Ajax & JSON, npuxnao axoi nagedeno mpemim. Benukorw nepegazoro
makoi apximekmypu € me, w0 CMamMuiHa CKi1a006a Nepeoacmvcsa Mepedicero Juuie 0OUH paz Ha NOYAmKY Ceancy
368’a3ky. Ilomim nepedacmuvcsa auwmie OUHAMIUHA CKAAO08A. 3a pe3yibmamamu GUNPOOYSAHHs pPO3POoOJIeHO20
anapamuo-npocpamHozo Mooy mMa HNOPIGHAHHA 00CA2I6  32eHepOoanux OdAHux, Wo nepedaromsvCs
WiFi-uepeorcero, nokazano, wo npoepamna apximexmypa na 6asi Ajax & JSON mae naiibinouy mepeoicesy
eekmuHiCmMb, 3HAYHO 3MEHULYIOUU Mepedcesuti mpaghik NOPIBHAHO 3 THUUMU.

Knrwuosi cnosa: o6e30pomosa mexwonoeia, npocpamua apximexkmypa, Internet of Things, WiFi,
JavaScript, Ajax, REST, JSON.
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